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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

MASSACHUSETTS BAY
TRANSPORTATION AUTHORITY

Plaintiff !
v. E Civil Action No. 08-11364-GAO

ZACK ANDERSON, RJ RYAN,
ALESSANDRO CHIESA, and the
MASSACHUSETTS INSTITUTE OF
TECHNOLOGY

Defendants

SUPPLEMENTAL DECLARATION OF IEUAN G. MAHONY

1. I am a partner at Holland & Knight, LLP, representing the Massachusetts Bay
Transportation Authority ("MBTA™) in this matter. The following supplements my earlier
Declaration in this matter.

The Defendants' Delay In Providing The Actual DEFCON Presentation Materials

2. By email dated Friday, August 8 at 8:13 PM I notified counsel for the MIT
Undergrads and counsel for MIT (collectively, "Defendants' Counsel") of the hearing scheduled

for today. I stated to the MIT Undergrads' counsel that "] urge you strongly to advise your

clients to provide us with all presentation material and al other materials they may with to

circulate concerning the MBTA's Fare Media Systems." I noted that the August 8 Undergrad-
to-MBTA Report (attached as Exhibit 1 to the Declaration of Scott Henderson) "does not appear
to comprise all (or perhaps any) DEFCON presentation materials.” See attached Exhibit 1
(emphasis added).

3. By email dated Friday, August 8 at 8:17 PM I provided a copy Defendants'

Counsel with a copy of the Court's Order of yesterday. See Exhibit 2. I had previously left
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detailed voice-mail messages with Defendants' Counsel, in order to begin attorney-to-attorney
discussions in this matter.

4, By email dated Friday, August 8 at 8:31 PM, 1 asked Defendants' Counsel, Marcia
Hofman (for the MIT Undergrads) and Jay Wilcoxson (in-house counsel for MIT) to confirm
whether they had received my voice-mail messages and email, and whether they planned to
attend the hearing. See Exhibit 3.

5. Shortly after 1 sent Exhibit 3, at approximately 8:35, I reached Attorney
Wilcoxson. During our discussion, among other points, 1 urged Attormey Wilcoxson to do what
he could to convince the MIT Undergrads to immediately provide us with any materials they
intended to disclose or present concerning the MBTA's systems at issue.

6. After our discussion, by email dated Friday, August 8§ at 8:52 PM, Attormey
Wilcoxson confirmed that MIT would be represented by counsel at this hearing. See Exhibit 4.

7. Shortly after my discussion with Attomey Wilcoxsen, at approximately 9:00, 1
reached Marcia Hofman, from the Washington DC office of the Electronic Frontier Foundation
{the "EFF"). Attorney Hofman confirmed that she was representing the MIT Undergrads.
Attorney Hofman's colleague from the San Franscico office of the EFF, Kurt Opsahl, also
participated in this call.

8. During our discussion, among other points, I urged Attomey Hofman and
Attorney Opsahl to provide us with any materials their clients intended to disclose or present at
the DEFCON Conference concerning the MBTA's systems at issue. During this call, we also
discussed a proposed Order in this matter, revised as suggested by the Court during the Friday

hearing,.
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9. Shortly after this call, by email dated Friday, August 8 at 9:55 PM, | forwarded a
revised Order, and indicated further interest in discussing a negotiated solution. See Exhibit 5.

10.  Counsel for the MIT Undergrads then called me, at approximately 11:30, to
discuss the MBTA's position, the MBTA's view of the "responsible disclosure" doctrine, and
possible discussions toward a negotiated solution. Counsel also indicated an interest in
postponing today's hearing.

11. By email dated Saturday, August 9 at 1:30 AM, I reminded Counse! for the MIT
Undergrads that the MBTA still had not received any presentation materials. I noted that "the
decision to continue to withhold these materials makes me concerned.” See Exhibit 6.

12. By email dated Saturday, August 9 at 4:38 AM, Counsel for the MIT Undergrads
forwarded to me an 87 page set of slides, that purports to constitute the DEFCON presentation of
the MIT Undergrads. A copy of this slide deck is attached as Exhibit 7. I have hand-numbered
the pages, as the formatting of the document does not allow the addition of page numbers. I
provide a color copy to the Court, and black and white copies to Defendants’ Counsel.

13, In their email of Saturday, August 9 at 4:38 am (Exhibit 8), Counsel for the MIT

Undergrads informed the MBTA that this slide deck had already been distributed at the

DEFCON Conference.

14. By emails dated Saturday, August 9 at 5:15 and 5:26 AM, I asked Defendants'
Counsel to state when these materials had been provided to DEFCON, when they had been
distributed, and whether the defendants' knew of the MBTA's requests to review these materials
before they were distributed at DEFCON. See Exhibit 9.

15. I met with Scott Henderson of the MBTA and Daniel Terryn, Technical Software

Manager of Scheidt & Bachmann this morning at Logan Airport at 6:00 to seek to review these
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Presentation Materials (Ex. 7) before they flew to Las Vegas on an 8:00 flight. There was
insufficient time to prepare Declarations conceming these materials, and the MBTA will rely on

oral argument.

Ty
Signed under the penalties of perjury this z day of August, 2008.

g WA

—feuan G. Mahony

#5533212_v1 /f
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Mahony, leuan (BOS - X758352 —

From: Mahony, leuan {BOS - X75835)

Sent: Friday, August 08, 2008 8:13 PM

To: 'marcia@eff.org’

Cc: ‘jaren@mit.edu’; William Mitchell; 'Scott Darling’; Mahony, leuan (BOS - X75835)
Subject: FW: Pleadings

Attachments: MahonyDeclaration.pdf; Complaint.pdf; Disclosure.pdf, Fosterdeclarataion.pdf;

KelleyDeclaration.pdf; MemoinSupport.pdf; Order.pdf; SullivanDec.pdf;
SullivanDeclaration.pdf; TROMotion. pdf

Marcia:

Per my recent voice-mail to you, | understand from your communications with Bill Mitchell, and from Mr. Anderson's voice-
mail to Scott Henderson, that you are representing the defendants Zack Anderson, RJ Ryan, and Alessandro Chiesa. This
matter presents the following issues from our end:

{1) Pleadings Filed
| have attached the pleadings filed today. An email will follow with the exhibits, and the Order that issued in the case.
{2) Hearing Tomorrow

The Order sets a further hearing for tomorrow at 11:00 on the Seventh floor, Courtroom 20, at the John Joseph Moakley
U.S. Courthouse, 1 Courthouse Way, Boston 02210,

{3} DEFCON Presentation Materials.

As you may know, the MBTA has requested that your clients present a complete set of materials they intend to present at
the DEFCON Conference. Late today, the MBTA received a 4 page {excluding the cover sheet) document entitled
"Prepared for the Massachusetts Bay Transit Authority: Fare Collection Vulnerability Assessment Report" dated August 8,
2008. We have reviewed this document and it does not appear to comprise all (or perhaps any) DEFCON presentation
materials.

In a voice-mail to Scott Henderson this evening, Mr. Anderson suggested that he had distributed a CD of materials at the
DEFCON Conference for this presentation. Mr. Anderson stated, however, that he was unable to send these materials
due to poor internet. Mr. Anderson later called and left a message for Mr. Henderson informing him that, on the advice of
counsel, Mr. Anderson was not providing further information to the MBTA on the presentation.

[ urge you strongly to advise your clients to provide us with all presentation materials and all other materials they may wish
to circulate concerning the MBTA's Fare Media Systems. | see no basis for withholding this information.

{4) Negotiated Order

The papers | have attached include a proposed Order. The Judge discussed revisions to this Order with us this afternoon.
if you believe that the Order, with revisions, may provide a basis for discussing a negotiated resolution, by way of a form of
consent judgment, please let me know. | left with your voice-mail my cell and work numbers. | have included them below
as well.

| will call again later this evening to answer any questions you may have. | will also again urge you to immediately provide
all presentation materials.

Thank you

leuan Mahony
Holland Knight

Isvan G. Mahony

Partner
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Holiand & xomght LLP

10 St James Ave,
Bostorn, MA 021163889

Mamn 617-323-2700

Direct 617 573-5835

Cell 781-789-4230

Fax &17-523-6840

Ermnait ieuan. mahonyohkiaw.com
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Mahony, leuan (BOS - X75835)

From: Mahony, leuan (BOS - X75835)

Sent: Friday, August 08, 2008 8:17 PM

To: 'marcia@eff.org'; jaren@mit.edu’

Cc: William Mitcheil; 'Scott Darling’; Mahony, leuan (BOS - X75835)

Subject: FW: Activity in Case 1:08-cv-11364-GAO Massachusetts Bay Transportation Authority v.

Anderson et al Motion Hearing

Counsel:
Below is the Order that entered this evening. Again, the hearing is set for tomorrow, Saturday, August 9, at 11:00,

leuan Mahony

From: ECFnotice@mad.uscourts.gov [mailto:ECFnotice@mad.uscourts.gov]

Sent: Friday, August 08, 2008 6:21 PM

To: CourtCopy@mad.uscourts.gov

Subject: Activity in Case 1:08-cv-11364-GAQ Massachusetts Bay Transportation Authority v. Anderson et al Motion
Hearing

This is an automatic e-mail message generated by the CM/ECF system. Please DO NOT
RESPOND to this e-mail because the mail box is unattended.

**NOTE TO PUBLIC ACCESS USERS™ Judicial Conference of the United States policy
permits attorneys of record and parties in a case (including pro se litigants) to receive one
free electronic copy of all documents filed electronically, if receipt is required by law or
directed by the filer. PACER access fees apply to all other users. To avoid later charges,
download a copy each document during this first viewing. However, if the referenced
document is a transcript, the free copy and 30 page limit do not apply.

United States District Court
District of Massachusetts

Notice of Electronic Filing

The following transaction was entered on 8/8/2008 at 6:21 PM EDT and filed on 8/8/2008

Case Name:  Massachusetts Bay Transportation Authority v. Anderson et al
Case Number: 1:08-cv-11364

Filer:

Document Number: No document attached

Docket Text:

Electronic Clerk's Notes for proceedings held before Judge Douglas P. Woodlock: Motion
Hearing held on 8/8/2008 in courtroom 20 re [2] MOTION for Temporary Restraining Order filed
by Massachusetts Bay Transportation Authority: Pitff informs the Court that the parties are
aware of today's proceedings; Court hears initial argument; a Further Hearing as to [2]

31
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MOTION for Temporary Restraining Order is set for 8/9/2008 11:00 AM in Courtroom 20 before
Judge Douglas P. Woodlock. The pltff is to inform the deft's of said hearing and advise them
to have counsel present; pitff is further Ordered to file a supplemental affidavit by 8/9/08.
(Digital Recording)(Interpreter: Mahoney and Darling for the pitff)(Attorneys present: Mahoney
and Darling for the pltff} (Lovett, Jarrett)

1:08-cv-11364 Notice has been electronically mailed to:

leuan-Gael Mahony ieuan.mahony@hklaw.com, yvette.cooks@hklaw.com

Maximillian J. Bodoin max.bodoin@hklaw.com

1:08-cv-11364 Notice will not be electronically mailed to:
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Mahony, leuan (BOS - X75835)

L R I e e ——— ]
From: Mahony, leuan {(BOS - X75835)
Sent: Friday, August 08, 2008 8:31 PM
To: ‘jaren@mit.edu’
Cc: ‘marcia@eff.org’; William Mitchell; 'Scott Darling’; Mahony, leuan {BOS - X75835)
Subject: RE: Pleadings

Jay and Marcia:

Judge Woodlock was interested in {i} knowing whether parties planned to attend the hearing tomorrow, and (ii) receiving
assurance that counsel in fact received notice concerning this hearing. | have left you each voice-mail and a number of
email in this regard.

! will try you again this evening, and tomorrow morning before the hearing, but | would appreciate a confirmation (a) that
you have received my communications; and {b) as to whether you plan to attend the hearing. Marcia, we would have no
objection to your attending and being heard telephonically, in tight of your presence at the DEFCON Conference.

Let me know
Thanks
leuan

Holland - Knight

Teuan G. Mahoay
Partrner
Holland & Knaqght LLP

Mamn 61 /7-523-77
Direct 617-573-
Fax ©317-504-F
Ermail f2uan.mah

www.hklaw.com
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From: Mahony, Teuan (BOS - X75835)

Sent: Friday, August 08, 2008 §:13 PM

To: ‘marcia@eff.org’

Cc: ‘jaren@mit.edu’; William Mitchell; 'Scott Darling’; Mahony, Ieuan (BOS - X75835)
Subject: FW: Pleadings

Marcia:

Per my recent voice-mail to you, | understand from your communications with Bill Mitchell, and from Mr. Anderson’s voice-
mail to Scott Henderson, that you are representing the defendants Zack Anderson, RJ Ryan, and Alessandro Chiesa. This
matter presents the following issues from our end:

(1) Pleadings Filed
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| have attached the pleadings filed today. An email will follow with the exhibits, and the Order that issued in the case.

{2) Hearing Tomorrow

The Order sets a further hearing for tomorrow at 11:00 on the Seventh floor, Courtroom 20, at the John Joseph Moakley
U.S. Courthouse, 1 Courthouse Way, Boston 02210.

{3) DEFCON Presentation Materials.

As you may know, the MBTA has requested that your clients present a complete set of materials they intend to present at
the DEFCON Conference. Late today, the MBTA received a 4 page (excluding the cover sheet) document entitied
"Prepared for the Massachusetts Bay Transit Authority: Fare Collection Vulnerability Assessment Report” dated August 8,
2008. We have reviewed this document and it does not appear to comprise all (or perhaps any) DEFCON presentation
materials.

In a voice-mail to Scott Henderson this evening, Mr. Anderson suggested that he had distributed a CD of materials at the
DEFCON Conference for this presentation. Mr. Anderson stated, however, that he was unable to send these materials
due to poor internet. Mr. Anderson later called and left a message for Mr. Henderson informing him that, on the advice of
counsel, Mr. Anderson was not providing further information to the MBTA on the presentation.

| urge you strongly to advise your clients to provide us with all presentation materials and ail other materials they may wish
to circulate concerning the MBTA's Fare Media Systems. | see no basis for withholding this information.

{4) Negotiated Order

The papers | have attached include a proposed Order. The Judge discussed revisions to this Order with us this afternoon.
If you believe that the Order, with revisions, may provide a basis for discussing a negotiated resolution, by way of a form of
consent judgment, please let me know. 1 teft with your voice-mail my cell and work numbers. | have included them below
as well,

| will call again later this evening to answer any questions you may have. | will also again urge you to immediately provide
all presentation materials.

Thank you

leuan Mahony
Holland  Knight

Teuan G. Mahony
15F VAT
Holland & Kiught LIP

10 S, James Sve
Boslon, MA G HLS 3849

Main 61755 27350
Direct 637 574 545
Cell 781 789 4230

.

Fax  G17-573 6854
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<< File: MahonyDeclaration.pdf >> << File: Complaint.pdf >> << File: Disclosure.pdf >> << File: Fosterdeclarataion.pdf
>> << File: KelleyDeclaration.pdf >> << File: MemoinSupport.pdf »>> << File: Order.pdf >> << File: SullivanDec.pdf >>
<< File: SullivanDeclaration.pdf »> << File: TROMotion.pdf >>
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Mahony, leuan @g - X@%! —_—

From: Mahony, leuan (BOS - X75835)

Sent: Friday, August 08, 2008 8:52 PM

To: ‘jaren@mit.edu’

Cc: marcia@eff.org; WMitchell@mbta.com; SDarling@mbta.com; rgmorgan@mit.edu; Mahony,
leuan (BOS - X75835)

Subject: RE: Pleadings

Thanks Jay.

From: Jaren D. Wilcoxson [mailto:jaren@mit.edu]

Sent: Friday, August 08, 2008 8:52 PM

To: Mahony, leuan (BOS - X75835)

Cc: marcia@eff.org; WMitchell@mbta.com; SDarling@mbta.com; rgmorgan@mit.edu
Subject: Re: Pleadings

Reveived and MIT plans to attend.

Jaren D. Wilcoxson

Counsel

Office of the General Counse!
Massachusetts Institute of Technology
77 Massachusetts Avenue, Room 12-090
Cambridge, MA 02139

tel: 617-253-7724

fax: 617-258-0267

jaren@mit.edu

This message and any attached documents contain information which may be confidential, subject to
privilege, or exempt from disclosure under applicable law. These materials are intended only for the
use of the intended recipient. Delivery of this message to any person other than the intended
recipient shall not compromise or waive such confidentiality, privilege, or exemption from disclosure
as to this communication.

Sent from my Verizon Wireless BlackBerry

From: <ieuan.mahony@hklaw.com>

Date: Fri, 8 Aug 2008 20:31:06 -0400

To: <jaren@mit.edu>

CC: <marcia@eff.org>; <WMitchell@mbta.com>; <SDarling@mbta.com>;
<ieuan.mahony@hklaw.com>

Subject: RE: Pleadings

Jay and Marcia:
22
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Judge Woodlock was interested in (i) knowing whether parties planned to attend the hearing tomorrow, and (i) receiving
assurance that counsel in fact received notice concerning this hearing. | have left you each voice-mail and a number of
email in this regard.

I will try you again this evening, and tomorrow morning before the hearing, but | would appreciate a confirmation {a) that
you have received my communications; and (b) as to whether you plan to attend the hearing. Marcia, we would have no
objection to your attending and being heard telephonically, in light of your presence at the DEFCON Conference.

Let me know
Thanks
leuan

Holland  Knight

Ieuan G. Mahony
Partner
Holtand & Keghs LLP

10 5t James Ave,
Bostarn, MA G271 16 JH3Y

Main 517 5273 2700
Direct 617 H73-5835

Fax 6175923 8850
Ernail eyan.mahonyinkiaw.com

www . hklaw.com
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From: Mahony, Ieuan (BOS - X75835)

Sent: Friday, August 08, 2008 8:13 PM

To: 'marcia@eff.org’

Cc:  jaren@mit.edu’; William Mitchell; 'Scott Darling'; Mahony, Ieuan {BOS - X75835)
Subject: FW: Pleadings

Marcia:

Per my recent voice-mail to you, | understand from your communications with Bill Mitchell, and from Mr. Anderson's voice-
mail to Scott Henderson, that you are representing the defendants Zack Anderson, RJ Ryan, and Alessandro Chiesa. This
matter presents the following issues from our end:

(1) Pleadings Filed

| have attached the pleadings filed today. An email will follow with the exhibits, and the Order that issued in the case.

(2) Hearing Tomorrow

The Order sets a further hearing for tomorrow at 11:00 on the Seventh floor, Courtrcom 20, at the John Joseph Moakley
U.S. Courthouse, 1 Courthouse Way, Boston 02210.

(3) DEFCON Presentation Materials.

As you may know, the MBTA has requested that your clients present a complete set of materials they intend to present at

the DEFCON Conference. Late today, the MBTA received a 4 page (excluding the cover sheet) document entitled

"Prepared for the Massachusetts Bay Transit Authority: Fare Collection Vulnerability Assessment Report” dated August 8,
23
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2008. We have reviewed this document and it does not appear to comprise all {or perhaps any) DEFCON presentation
materials.

In a voice-mail fo Scott Henderson this evening, Mr. Anderson suggested that he had distributed a CD of materials at the
DEFCON Canference for this presentation. Mr. Anderson stated, however, that he was unable to send these materials
due to poor internet. Mr. Anderson later called and left a message for Mr. Henderson informing him that, on the advice of
counsel, Mr. Anderson was not providing further information to the MBTA on the presentation.

| urge you strongly to advise your clients to provide us with all presentation materials and all other materials they may wish
to circulate concerning the MBTA's Fare Media Systems. | see no basis for withholding this information.

{4) Negotiated Order

The papers | have attached include a proposed Order. The Judge discussed revisions to this Order with us this afternoon.

If you believe that the Order, with revisions, may provide a basis for discussing a negotiated resolution, by way of a form
of consent judgment, please let me know. | left with your voice-mail my cell and work numbers. | have included them
below as well.

| will call again later this evening to answer any questions you may have. | will also again urge you to immediately provide
all presentation materials.

Thank you

leuan Mahony

Holland - Knight

Ieuan G. Mahony
Partner
Holland & wrght LI P

1O S James Ave,
Boston, MA 02116 388%
Mainr 617
Diracl 617 573

Cell 781 789

Fax 617-223 6450

Email leuarn mahonySihklaw.com

www. hkiaw.com
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>> << File: KelleyDeclaration.pdf >> << File: MemoinSupport.pdf >> << File: Order.pdf >> << File: SullivanDec.pdf >>
<< File: SullivanDeclaration.pdf >> << File: TROMotion.pdf >>
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Mahony, leuan (BOS - X75835)

From: Mahony, leuan (BOS - X75835)

Sent: Friday, August 08, 2008 9:55 PM

To: ‘marcia@eff.org’; 'kurt@eff.org'

Cc: ‘jaren@mit.edu’; William Mitchell; 'Scott Darling’; Mahony, leuan (BOS - X75835)
Subject: MBTA, MIT Students, and MIT - Revised Proposed Order

Attachments: Redline.doc; #5530720v3_Active_ - MBTA - MIT Students - Propose.DOC

Redline,doc (69 #5530720v3_Act
KB) /e_ - MBTA - ML
Kurt and Marcia:
As we discussed, | have attached a proposed Order, that I've revised based on comments made by Judge Woodlock

during the hearing today. |'ve included a clean version of this revised Order, and a redline showing the changes from the
original proposed QOrder.

As we discussed, it may be that the parties have interests that are similar; both seeking to act within the CFAA, and
resolve possible security issues. | think this proposed Order, particularly as revised, refiects these interests; | recognize,
however, that certain elements of the Complaint may be incorrect from your perspective, or arise from misunderstandings.
If the proposed Order sufficiently captures the parties' joint interests, but the specific language is off, we should work
together to correct the language. Or if the tone or substance of the Complaint needs re-balancing through a jeint solution,
we should work on that as well. | understand, though, that our discussion was in the nature of "brainstorming,” and that
none of us is committing to a solution at this point.

Finally, | agreed to inform Judge Woodlock and his clerk of your wish to attend the hearing telephonically, and to state my
recommendation that you be permitted to attend in that manner.

Let me know your thoughts. I'l be offline for 1.5 hours or so, then available until 12;30 or so. I'll be available tomorrow
morning from 6:30 eastern until 10:30 for the hearing.

Thanks
leuan

Holland - Knight

feuan G. Mahony
Partaer
Holland & Frght LLF

10 St James Ave,
Bostan, MA ((2116-3889

Mamn ©17-%23 2700
Direct G17-573-5835
Fax 651/7-523-0850

tmall jevan.mehonyBhkiaw.com

www hklaw ¢ om

NOTICE: Vioo o ound oo nns s law b, Holland & Kimgnn LbP {(THEC G, ane s inkenden solely 101 108 188 Of the e ddnaiis) 1
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Mahony, leuan (BOS - X75835)

L _ Y, N
From: Mahony, leuan (BOS - X75835)
Sent: Saturday, August 09, 2008 1:30 AM
To: 'marcia@eff.org’; 'kurt@eff.org'; jennifer@eff.org’
Cc: ‘Swope, Jeffrey'; 'jaren@mit.edu’; William Mitchell; "Scott Darling'; Mahony, leuan (BOS -
X75835)
Subject: MBTA v Anderson et al

Kurt, Marcia, and Jennifer:
Per our 11:30 call, | will be availabie for ancther hour or so tonight. | have not circulated your inquiry about possible
willingness to postpone the hearing. Please let me know if you wish us formailly to consider this as a request.

| note that we still do not have your clients' presentation materials. | am inclined to object to any discussion of a
postponement, as the decision to continue to withhold these materials makes me concerned. As | stated during our 9:00,
and 11:30 calls this evening, | see no basis for continuing to withhold this information.

With that said, we remain interested in discussing an amicable resolution. Once i have finished the Supplemental
Declaration | discussed, | will begin work on a proposed Consent Judgment and format for vour review.

leuan

Holland Knight

Ieuan G. Mahony
Partner

Holland & Woant 1L
10 S0 James Avenue
Boston, MA 021
Mam 017 523 .
Direct 617 5773 5

Fax  GUY 500 6uh0

Fmalt wegan.matony@hikdaw. com

ww iy Nklaw , Com

NOTICE: T
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Pen-testing a subway system

what this talk is
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evidence in court
(hopefully)

what this talk is not
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try a cloning attack

Is value stored on the card?
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you now have free subway
rides for life

If yes, then
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Mahony, leuan (BOS - X75835) ——— ———

From: Marcia Hofmann [marcia@eff.org]

Sent: Saturday, August 09, 2008 4:38 AM

To: Mahony, leuan {BOS - X75835)

Cc: kurt@eff.org; jennifer@eff.org; jaren@mit.edu
Subject: Re: MBTA v Anderson et al

Attachments: defcon-16-anderson-ryan-cheisa.pdf

defcon-16-ander
son-ryan-cheisa..
Dear Ieuan:

Attached please find the presentation slides that our clients submitted to DEFCON.

As we discussed on the phone earlier today, the tone of this presentation is geared toward
the DEFCON audience. To be clear, our clients do not intend to disclose information that
would enable the audience to duplicate the research, and the presentation will omit key
details to ensure responsible disclosure.

While we remain open to discussing the content of the presentation, please note that these
slides have been included in a CD distributed to DEFCON attendees.

We will try to give vyou a call as early as possible tomorrow in light of the time
difference. We will aim for 9:00 ET/6:00 PT.

Best regards,

Marcia

Marcia Hofmann, Staff Attorney

Electronic Frontier Foundation

454 Shotwell Street

San Francisco, CA 94110

tel: (415) 436-9333 x. 116 | fax: (415) 436-9993 marcia@eff.org | http://www.eff.org

Join EFF today! http://www.eff.org/support

ieuan.mahony@hklaw. com wrote:

Kurt, Marcia, and Jennifer:

Per our 11:30 call, I will be available for another hour or so
tonight. I have not circulated your inquiry about possible
willingness to postpone the hearing. Please let me know if you wish
us formally to consider this as a reguest.

I note that we still do not have your clients' presentation materials.
I am inclined to object to any discussion of a postponement, as the
decision to continue to withhold these materials makes me concerned.
As I stated during our 2:00, and 11:30 calls this evening, I see no
basis for continuing to withhold this information.

With that said, we remain interested in discussing an amicable
resolution. ©Once I have finished the Supplemental Declaration I
discussed, I will begin work on a proposed Consent Judgment and format
for your review.

VYV VYV VYV VY YV VYV VYV YV VY Y

Teuan
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*Holland + Knight*

*Teuan G. Mahony*
Partner

Holland & Knight LLP
10 St. James Avenue
Boston, Ma (02118
Main 617 523 2700
Direct 617 573 5835

Cell 781-789-4230
Fax 617 523 6850
Email ieuan.mahonyBhklaw.com

www.hklaw.com

*NOTICE: * This e-mail is from a law firm, Holland & Knight LLP
{"H&K"), and is intended sclely for the use of the individual (s} to
whom it is addressed. If you believe you received this e-mail in
error, please ncotify the sender immediately, delete the e-mail from
your computer and do not copy or disclose it to anyone else. If vyou
are not an existing client of H&K, do not construe anything in this
e-mail to make you a c¢lient unless it contains a specific statement to
that effect and do not disclose anything to H&K in reply that you
expect it to hold in confidence. If you properly received this e-mail
as a client, co-counsel or retained expert of H&K, you should maintain
its contents in confidence in order to preserve the attorney-client or
work product privilege that may be available to protect confidentiality.



Case 1:08-cv-11364-GAO Document 9-8  Filed 08/09/2008 Page 92 of 97

Exhibit 9



Case 1:08-cv-11364-GAO Document 9-8  Filed 08/09/2008 Page 93 of 97

Mahony, leuan 1 (BOS - X75835)

From: Mahony, leuan (BOS - X75835)

Sent: Saturday, August 09, 2008 5:15 AM

To: ‘Marcia Hofmann'

Cc: kurt@eff.org; jennifer@eff.org; jaren@mit.edu; 'Swope, Jeffrey'; William Mitchell; Scott
Darling; Mahony, leuan (BOS - X75835)

Subject: RE: MBTA v Anderson ef al

Marcia:

I am circulating this now. Given the time, and Scott's flight, I am not sure how close a
review of the substance we will have by the hearing.

I have the following two reguests, and would appreciate a response as far in advance of
the hearing as you are able:

{1) Please let me know the time at which the slide deck was first distributed to DEFCON
attendees.

(2) Please let me know the relationship, if any, between (a}) the point in time the MIT
Undergrads understcod the MBTA wanted an opportunity to view these materials; and {b) the
point in time when the materials were distributed at DEFCON.

I will wait for your call, and would appreclate a response to the above two guestions.
Teuan

————— Original Message-----

From: Marcia Hofmann [mailto:marcia@eff.org]
Sent: Saturday, August 09, 2008 4:38 AM

To: Mahony, Teuan (BOS - X75835)

Cc: kurtleff.oryg; jennifer@eff.org; jaren@mit.edu
Subject: Re: MBTA v Anderson et al

Dear TIeuan:
Attached please find the presentation slides that our clients submitted to DEFCON.

As we discussed on the phone earlier today, the tone of this presentation is geared toward
the DEFCON audience. To be clear, our clients do not intend to disclose information that
would enable the audience to duplicate the research, and the presentation will omit key
details to ensure responsible disclosure.

While we remain open to discussing the content of the presentation, please note that these
slides have been included in a CD distributed to DEFCON attendees.

We will try to give you a call as early as possible tomorrow in light of the time
difference. We will aim for 9:00 ET/6:00 PT.

Best regards,

Marcia

Marcia Hofmann, Staff Attorney

Electronic Frontier Foundation

454 Shotwell Street

San Francisgco, CA 94110

tel: {415) 436-9333 x. 116 | fax: (415) 436-9993 marciaReff.arg | http://www.eff.org

Join EFF today! http://www.eff.org/support
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ieuan.mahony@hklaw.com wrote:

V VY V VYV VY YV VY Y VY Y VY Y VVYVYY Y Y VY Y Y Y VY Y Y YV VY Y Y Y VYV VYY Y VY

Kurt, Marcia, and Jennifer:

Per our 11:30 call, I will be available for another hour or so
tonight. I have not circulated your inguiry about possible
willingness to postpone the hearing. Please let me know if you wish
us formally to consider this as a request.

I nete that we still do not have your clients' presentation materials.
I am inclined to object to any discussion of a postponement, as the
decision to continue to withhold these materials makes me concerned.
As I stated during our 9:00, and 11:30 calls this evening, I see no
basis for continuing to withhold this Information.

With that said, we remain interested in discussing an amicable
resolution. Cnce I have finished the Supplemental Declaration I
discussed, I will begin work on a proposed Consent Judgment and format
for your review.

Teuan

*Holland + Knight*

*Teuan G. Mahony*
Partner

Holland & Knight LLP
10 St. James Avenue
Boston, MA 02118
Main 617 523 2700
Direct 617 573 5835

Cell 781-789-4230
Fax 617 523 6850
Email ieuan.mahony@hklaw.com

www.hklaw.com

*NOTICE: * This e-mail is from a law firm, Hol.land & Knight LLP
("H&K*), and is intended solely for the use of the individual(s) to
whom it is addressed. If you believe you received this e-mail in
error, please notify the sender immediately, delete the e-mail from
your computer and do not copy or disclose it to anyone else. If you
are not an existing client of H&K, do not construe anything in this
e-mail to make you a client unless it contains a specific statement to
that effect and do not disclose anything to H&K in reply that you
expect it to hold in confidence. If you properly received this e-mail
as a client, co-counsel or retained expert of H&K, you shcould maintain
its contents in confidence in order to preserve the attorney-client or
work product privilege that may be available to protect confidentiality.
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Mahony, leuan (BOS - X75835)

From: Mahony, leuan (BOS - X75835)

Sent: Saturday, August 09, 2008 5:26 AM

To: ‘Swope, Jeffrey'

Cc: 'Marcia Hofmann'; kurt@eff.org; jennifer@eff.org; jaren@mit.edu; William Mitchell; Scott
Darling; Mahony, leuan {BOS - X75835)

Subject: RE: MBTA v Anderson et al

Jeffrey:

I make the following request of you, again, as tar in advance cf the hearing as you are
able:

(1) Please state when MIT first become aware of this slide deck?

(2) Please state whether MIT at any point had access to a copy of this slide deck? If so,
when?

Thank you

Teuan

————— Original Message-----

From: Mahony, Ieuan {(BOS - X75835)

Sent: Saturday, August 09, 2008 5:15 AM

To: ‘Marcia HofImann'

Cc: kurt@eff.org; jennifer@eff.org; jaren@mit.edu; 'Swope, Jeffrey'; William Mitchell;
Scott Darling; Mahony, Ieuan (B0OS - X75835)

Subject: RE: MBTA v Anderscn et al

Marcia:
I am circulating this now. Given the time, and Scott's flight, I am not sure how close a
review of the substance we will have by the hearing.

I have the following two requests, and would appreciate a response as far in advance of
the hearing as you are able:

(1} Please let me know the time at which the slide deck was first distributed to DEFCON
attendees.

{2) Please let me know the relationship, if any, between (a) the point in time the MIT
Undergrads understood the MBTA wanted an copportunity to view these materials; and (b} the
point in time when the materials were distributed at DEFCON.

I will wait for your call, and would appreciate a response to the above two guestions.
Teuan

————— Original Message-----

From: Marcia Hofmann [mailtco:marcialeff.org]
Sent: Saturday, August 09, 2008 4:38 AM

To: Mahony, Ieuan (BCS - X75835)

Cc: kurtGeff.org; jennifer@eff.org; jaren@mit.edu
Subject: Re: MBTA v Anderson et al

Dear Ieuan:

Attached please find the presentation slides that our clients submitted to DEFCON.

As we discussed on the phone earlier today, the tone of this presentation is geared toward
the DEFCON audience. To be clear, our clients do not intend to disclose information that
would enable the audience to duplicate the research, and the presentation will omit key

details to ensure responsible disclosure.

While we remain open to discussing the content of the presentation, please note that these
1
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slides have been included in a CD distributed to DEFCON attendees.

We will try to give you a call as early as possible tomorrow in light of the time
difference. We will aim for 9:00 ET/6:00 PT.

Best regards,

Marcla

Marcia Hofmann, Staff Attorney

Electronic Frontier Foundation

454 Shotwell Street

San Francisco, CA 94110

tel: (415) 436-9333 x. 116 | fax: (415) 436-9993 marcia@eff.org | http://www.eff.org

Join EFF today! http://www.eff.org/support

ieuan.mahony@hklaw.com wrote:

Xurt, Marcia, and Jennifer:

Per our 11:30 call, I will be available for another hour or so
tonight. I have not circulated your inquiry about possible
willingness to postpone the hearing. Please let me know if you wish
us formally to consider this as a regquest.

I note that we still do not have your clients' presentation materials.
I am inclined to object teo any discussion of a postponement, as the
decision to continue to withhold these materials makes me concerned.
As I stated during our 9:00, and 11:30 calls this evening, I see no
basis for continuing to withhold this information.

Wwith that said, we remain interested in discussing an amicable
resclution. Once I have finished the Supplemental Declaration I
discussed, I will begin work on a proposed Consent Judgment and format
for your review.

Teuan

*Holland + Knight*

*Teuan G. Mahony™*
Partner

Holland & Xnight LLP
10 St. James Avenue
Boston, MA (02118
Main 617 523 2700
Direct 617 573 5835

Cell 781-789-4230
Fax 617 523 6850
Email ieuan.mahony@hklaw.com

www . hklaw.com

*NOTICE: * This e-mail is from a law firm, Helland & Knight LLP
{"H&K"), and is intended solely for the use of the individual{s) to
whom it is addressed. If you believe you received this e-mail in
error, please ncotify the sender immediately, delete the e-mail from
your computer and do not copy or disclose it to anyone else. If you
are not an existing client of H&K, do not construe anything in this
e-mail to make you a client unless it contains a specific statement to
that effect and do not disclose anything to H&K in reply that you
expect it to hold in confidence. If you properly received this e-mail
as a client, co-counsel or retained expert of H&K, you should maintain

2
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its contents in confidence in order to preserve the attorney-client or
work product privilege that may be available to protect confidentiality.
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